Abstract-The number of password-protected Internetbased applications is increasing significantly compared to a decade ago. Consequently, it causes an increase in the number of login credentials that users have to manage, for both Internet ad mobile environments. This paper presents a study that specifically focused on students' login credential management for mobile computing users. A behavioral study was conducted on 250 students from Universiti Utara Malaysia to understand how they managed their login credential while accessing the Internet via their mobile devices. The results suggested that students practiced poor login credential management. The paper recommends approaches that can be taken to improve login credential management for users with mobile devices. 
I. INTRODUCTION
The advances in information technology (IT) cause a rapid growth in online and computerized information systems. The major benefit of this trend is that it allows users to perform personal and business transactions easily through the Internet, and at their convenience. As various systems are available online, each of them implements authentication methods to identity the identity of individual users, to keep track of users' data, to protect users' privacy, and to keep users' data confidential. Login credential through combination of user identification (ID) and password is the most common authentication method used in the Internet [1] . In 2007, Florencio and Harley [2] reported that in average, users had 6.2 passwords to access various Internet applications [3] .
The number of sites that require users to subscribe to their services is increasing rapidly more than we expected [1] . Bang's study [1] in 2012 revealed that the average number of sites that a user subscribed was 105.7 ranging from the minimum of 29 accounts to the maximum of 199.
Internet applications are now moving towards a new paradigm where users can access them through wireless and mobile devices such as smart phones and tablet PCs. It created a mobile computing environment, where access to the Internet is more flexible than the use of desktop and wired networks. Users who access Internet Manuscript received June 24, 2013; revised August 15, 2013. applications through mobile devices are also exposed to security threats as much as users with desktops and wired networks. Reports on security vulnerabilities such as malware attacks that steal confidential information in mobile devices, and loss or theft of devices have increased the risks. This suggested that mobile environment is also facing security challenges and it is still far from secure [4] .
Security protections require organizations and users to take proactive actions to avoid unnecessary loss of data and confidential information. In organizations, a security policy protects users and data, and it guides users on how to behave towards a safe computing environment [5] . In terms of individual users, login credential is a basic step for security protection. However, users often ignore the importance of proper login credential management. Many users practice weak passwords management that could increase security threats in a mobile environment [6] .
In this paper, we explained our research that studied students' login credentials management in a mobile environment. We conducted a behavioral study to understand students' Internet usage, their practices on login credentials management, and their security and privacy perceptions. The next section of this paper explains literature related to this study. It is followed by an explanation on the empirical study and its findings. Then, we discuss and conclude the findings in the last section
II. LOGIN CREDENTIAL MANAGEMENT IN MOBILE ENVIRONMENT
Mobile computing is increasingly popular among young generation of Internet users. Further, mobile phone users who connected to the Internet are much higher than desktop users with the most popular application is the social networks [7] . Apart from social networks, users also accessed emails and performed online banking and commerce transactions through mobile devices. As many applications are available through mobile devices, data exchange between users can be a source of security attacks and threats.
Internet and mobile application providers protect their data and systems from security attacks by implementing user authentication. Authorized users can access the specified resources or perform transactions by providing login credentials to the systems. The combination of user ID and password is the most common user authentication method for mobile and Internet applications.
A. Security of Login Credentials
Authentication of users' identity in mobile and internet applications plays two important roles. First, it acts as a security method to authenticate access from authorized users, and second, it is a way to recognize users' preferences and characteristics that act as a method to provide them with personalize contents. Both reasons have made applications providers implement user authentication. Consequently, the number of Internet and mobile applications requiring registration has dramatically increased.
This imposes a new challenge to users, as they need to keep a lot of login credentials to get access to the applications. It is critical when users are unable to manage their login credential effectively that demanded for a new alternative approach of its management. Having multiple login credentials is not only a bothersome aspect of the Internet and mobile environment; it is also one of the most serious security issues that has been continuously debated. When a user has a number of login credentials, how he or she manages them is always been an issue. The user tends to write them on paper, or keep them stored in the mobile devices. Another potential behavior is reusing or repeating the same login credential on many different applications. Any of this behavior is actually exposed users to various security attacks.
It is important to realize that a strong security protection does not guarantee that a particular system is secure. This is definitely true when the users' practices and behaviors do not bother with it. Mistakes due to users' malpractices and behaviors are the easiest point of attack in computer systems. Hence, it can be said that, security is only working when both technical and users' behavioral perspectives are there at the same time [1, 8] .
Good login credential management practices are important to ensure that systems and application are secure. The practices include regular change of the password, use non-dictionary word for the password and combining password with special characters.
B. Related Studies
Many past studies in the area of computer security were more focusing on users' behaviors in the Internet environment. Users' behavioral studies within a mobile environment are still new, and not much attention has been given to this particular domain. The following paragraphs discuss studies that particularly related on Internet users' login credential management.
Bang et al. [1] studied Korean Internet users' behaviors specifically on their login credential management. Their study revealed that user's behaviors make their login credentials vulnerable and susceptible to attacks. This is particularly true when users replicate the same login credential for many unsecure online systems. This practice also jeopardizes other secure online systems, as the replicated login credentials can be used by cyber criminals as a tool to penetrate them. The results of Bang's study proposed two important points to organization and government agencies, (i) the needs for formulation of a security policy that prevents users from replicating their login credentials, and (ii) the needs for new authentication methods other than remembering login credentials.
Tam et al. [9] conducted a study to understand whether users are aware of the good password management practices and how do they behave towards it. They conducted an experimental study on 140 Internet users. The results of their study revealed that users were aware of the characteristics of good and weak passwords. However, they tend to practice bad password management because they did not see and anticipated the immediate consequences of those practices. They rather see that other people would get the consequences of bad login credential management than themselves. The result also suggested that users tend to go for conveniencesecurity trade-off.
Kumar [10] conducted a survey in India investigating the usability of alphanumeric passwords. In his study, he found that alphanumeric passwords are difficult to remember causing users to write them down on papers. The study suggested that usability can be a security tradeoff. Although alphanumeric passwords can be considered as robust against attack, however, many users are unable to remember them. Consequently, they wrote the password on papers.
The three studies discussed above show users practiced weak login credential management by replicating the same passwords in different applications, use weak password, and write down the passwords on papers. These are common users' behaviors when they access the Internet through a wired network. In the context of mobile computing, we wonder how users behave. Hence, the following sections explain our study to understand how users manage their login credential and how they behave in a mobile computing environment.
III. METHODOLOGY

A. Method and Procedure
A self-report study was conducted as the main research method. The participants were asked to fill-in a self report questionnaire to assess their login credential practices. They completed the given task in a large seminar hall within a researcher's supervision. They were asked to return the questionnaire to the researcher before they left.
B. Respondents
A number of 250 students of Universiti Utara Malaysia from various programs (e.g., Business, Accounting, Economic, Linguistic, Finance, Social works, etc.) participated in this study during October to November 2012. The researchers asked permission from selected instructors who taught IT Fundamental course to recruit students from their classes. Students received no compensation for their participation. Past research had proven that university students are the heavy users of mobile devices [11] , hence making them appropriate to be the targeted group for this study.
C. Materials
A close-ended questionnaire was designed according to common questions that had been asked in other past studies pertaining login credential practices. It was divided into 4 parts as follow: i) Part I-Demographic information (6 questions) ii) Part II-Mobile devices and Internet behavior (4 questions) iii) Part III-Login credential management (5 questions) iv) Part IV-Perception on security and privacy (7 questions)
IV. RESULTS AND FINDINGS
A. Demographic Information Fig. 1 shows the demographic information of the respondents. In total, 78.4% female students participated in the study. In terms of the respondents' age, 99% of them were below 25 years with the mean age of 21.25.
The majority of them were undergraduate students from different number of semesters and courses.
B. Mobile Device and Internet Usage Behaviors
In studying behaviors of the students, we first asked them on their mobile devices ownership. The pie charts in Fig. 2 show that 89% of the students (approximately 223 students) own mobile devices with Internet connectivity including smart phones, tablets, netbooks, and laptops. Out of this number, 56% had only one mobile device, 33% had two mobile devices, and 5% had 3 or more devices. About 6% of them did not answer the question.
We also investigated how long the respondents spent their time accessing the Internet. The bar chart in Fig. 3 shows the information. 41.6% of the respondents spent more than 4 hours a day connecting to the Internet, 21.2% and 20.4% used the Internet between 2 -3 hours, and 3 -4 hours a day respectively. Less than 6% had accessed the Internet less than an hour a day. We also investigated the type of Internet resources that the respondents accessed. The respondents were asked to choose the top three Internet resources that they frequently access every day. Fig. 4 below shows that the majority of the students used the Internet for social networking with 216 counts. The result also revealed that web browsing, music, news and file sharing also popular within the sample.
C. Login Credential Management
In order to understand the students' behaviors on login credential management, they were asked on how many login credential they have at the time this study was conducted. All respondents had at least an email account and a web login, and the maximum of eight accounts respectively with the password length was within 6 -15 characters. Fig. 5 shows how the students managed their login credentials. More than half of the respondents (61%) used the same usernames and passwords for accessing multiple applications. Only a small number of students (37%) used different passwords to access different applications.
On the other hand, 64.8% of the respondents never changed their passwords. Nevertheless, some respondents changed their passwords once a year (20%), 10.4% of them changed their passwords every six months, and 4% every month. Only 0.8% changed their passwords every week. Although some respondents concerned about the password security, the study found that 25.2% of the respondents shared their passwords and mobile devices with other people (e.g., family, spouse, etc.).
This study also revealed that the students created a weak password based on surrounding objects or personal information which can be guessed by people who know enough about them. These weak passwords include date of birth, nickname, parents' names, or celebrities name or any favorite pets.
D. Perception on Security and Privacy
The respondents were also asked on their perception about security and privacy. Fig. 6 shows their responses. More than 70% of the respondents were concerned about privacy on the Internet. However, 9.2% of the respondents indicated that they were "less concerned" about their privacy while using the Internet.
This study also examined students experience whether they had been asked to provide personal information by the visited websites. Majority of the respondents (76.8%) had experienced it. Interestingly, 39.2% of the respondents chose to give fake information to the websites that requested for their personal information, and 14% chose to provide their real personal information. More than a half of the respondents (54%) were reluctant to provide their personal information.
In terms of supplying personal information for advertisement, the findings of this study suggested that 44.4% of the respondents were not willing to provide personal information for online advertising purposes. Further, half of the samples read the terms and conditions of web policies before they provided the personal data to particular websites, while the other half never read them.
60.8% of the respondents had never been contacted by strangers as a result of providing data for advertisement. While 24% experienced it, 13.6% did not remember such incidents. More than 70% of the respondents believed that many people can view their personal data if they place them on the Internet. However, in response to the question about security measure for personal data protection, only 54.4% performed some security and privacy protection, while 17.2 % did not take any security measure. A portion of 26.8% did not know how to do it. Mobile devices began a worldwide revolution when they provide users with the first time experiences connecting online away from computer and wired Internet connections. The development of smart phones and other gadgets took the power of mobile technology a step further and shifted students expectations for accessing digital content. With the increase of mobile technology such as smart phones and tablet PCs, it may also give rise to privacy and security threats. Nowadays, the traditional authentication method such as username and password are no longer sufficient to cope with the latest security threats. Therefore, strong authentication scheme becomes more relevant with the current Internet technology.
A. Internet Usage Behavior
This study revealed that the majority of the students owned at least one mobile device with Internet connectivity. It is also suggested that the students were heavy Internet users, where half of them spent more than four hours a day accessing the Internet from their mobile devices. The majority of the students accessed social network sites especially Facebook when they online. The Internet usage confirms that students show addictive and habitual behavior [11] . Shambare et al. [11] suggested that these two behaviors are associated with frequent used of mobile devices among students. Accessing the Internet has become the major focus of a person's life more than other activities and it is performed regularly and repetitively.
B. Login Credential Management
In terms of login credential management, a few interesting results have been found. This study suggested that two-thirds of the students never changed their password, and similarly, they replicated one single password in many Internet applications. This critically shows that the students did not practice proper login credential management. This finding confirms the results of a past study by Bang et al. [1] that found a similar behavior among students in terms o their login credential management. They explained that users tend to replicate their passwords due to limited memory capability that a human has. It is a common cognitive theory on human memory [12] . When more sites require users to create passwords, their mind requires more mental process of searching and retrieving the passwords. Consequently, human mind is unable to remember each and every one, hence making users to simply reuse the existing passwords. 
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From this study, it is also discovered that a quarter of the respondents shared their passwords with other people including family members and friends. Although it is relatively a small percentage, this result shows that they were not fully aware of the threats that may rise from their actions. Password security is compromised if a cybercriminals learn a single word from it. They will be able to perform various security attacks such as impersonate the user, and access the resources to which this user entitled.
Another important finding of this study shows that the students created their password based on surrounding objects that can be easily broken through brute-force attacks.
The above evidence suggests that the students' practices did not comply with common security guidelines such as a password should be at least eight characters long, user should use different password for each login account, and change them regularly. Although the students were aware that they have to protect the privacy of their personal data, their behaviors and practices on the login credential management did not align with their perceptions. We are interested to study in the future, why do students' behave far away from what they thought in terms of the security aspects. We hypothesize that students' behaviors are influenced by their attitude and perceived norms.
C. Approach to Increase Login Credential Security
As mobile computing is increasingly popular among Internet users especially students, proactive actions should be taken to increase the security of its resources. Based on our findings, we suggest the following managerial and technological approaches to increase security and to promote good practices of login credential management within a mobile environment: i) Training. Students' practices and behaviors on their login credential management are insufficient and weak. Hence, proper training and awareness programs must be implemented to improve this condition. ii) IT Policy. The existing security policy should be modified in such a way that it promotes good security practices, such as regular password change and enforcement of long and secure passwords. iii) Single-sign-on (SSO) [13] . SSO could be an alternative to avoid students from replicating their passwords in different applications. SSO technology and protocol such as OpenID and SAML [14] [15] [16] are available, and they can provide better login credential management to users. iv) Biometric authentication. The use of biometric authentication [17] such as finger print could be an alternative to login credential for a mobile computing environment as it could increase the efficiency of identity management. The above approaches play two-fold roles. Training and IT Policy can be seen as managerial approaches that can educate students to change weak login credential management practices. On the other hand, SSO and biometric authentication are the technological approaches that can facilitate login credential management and as well as strengthen the security of mobile computing applications. As a lecturer at Universiti Utara Malaysia, she specializes in Database Systems, System Analysis and Design and Management Information Systems. At present she is currently a lecturer at the School of Computing, College of Art and Sciences, University Utara Malaysia. Before joining the educational field, Mrs. Sharmila has an industrial experience as an analyst programmer and system analyst in the fields of telecommunication and transportation. Her skills include programming in Visual Basic, Java, database scripting in MySQL and proficiency in MS office tools such as MS Access and Project. Her research interests are database system, data warehouse modeling, OLAP tools and ontology.
